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Staff Internet and Technology
Responsible User Agreement

You are being given access to NorthStar provided technology resources.  The following 
guidelines apply to all networks, e-mail accounts, devices connected to NorthStar 
networks, and all NorthStar-owned devices used on or off property, whether connected 
to our network or connected through a personal data plan or other means of access.
 
Additionally, NorthStar prohibits harassment through electronic means regardless of the 
device used, the network used, or the location of use.
 
Inappropriate use of NorthStar technology may result in revocation or suspension of the 
privilege of using these resources, as well as other disciplinary or legal action.
 
The Internet is a network of many types of communication and information networks.  It 
is possible that you may run across some material you might find objectionable.  
NorthStar will use filtering technology to restrict access to such material, it is not 
possible to absolutely prevent such access.  It will be your responsibility to follow the 
rules for appropriate use.
 
If you are being issued a technology device that can be used off campus, you will be 
given additional materials addressing the proper use, care, and return of these devices.
 
RULES FOR RESPONSIBLE USE

◦ NorthStar technology resources are primarily for instructional and educational 
purposes.  Limited personal use is allowed only if the rules in this agreement are 
followed and the use does not interfere with your assigned duties.

◦ You must maintain the confidentiality of health or personnel information 
concerning colleagues, unless disclosure serves lawful professional purposes or 
is required by law.

◦ Please remember that all communications sent through NorthStar e-mail 
accounts may be perceived as communications on behalf of NorthStar. 
 Consequently, all e-mails sent from NorthStar e-mail accounts are subject to the 
Organization’s responsible use agreement, and an employee who violates the 
agreement may be disciplined accordingly.

◦ When communicating through e-mail or other electronic means, you must use 
appropriate language and etiquette as you would when communicating face to 
face.  Always be respectful.

◦ When communicating through electronic means with staff, parents, students and 
community members, you must use services vetted and approved by NorthStar 
and staff should not accept terms and conditions or sign user agreements on 
behalf of NorthStar without pre-approval.



◦ Copies of potentially sensitive or confidential Organization records should not be 
sent, viewed, or stored using an online application not approved by the 
Organization.  

◦ You must immediately report any suspicious behavior or other misuse of 
technology. 

◦ You will be held responsible at all times for the proper use of your account.
◦ Do not use NorthStar e-mail accounts to create or forward political campaign 

materials or to encourage others to vote for or against any specific candidate or 
measure. 

 
RETURN OF TECHNOLOGY RESOURCES AND RECORDS

◦ Upon leaving employment, or upon request from an Administrator, you must 
return any NorthStar-owned equipment or resources in your possession.

◦ You must also return any records, written or electronic, to NorthStar for records 
retention if you have reason to believe you are retaining the sole copy of a record 
subject to records retention requirements.  You must destroy (delete or shred) 
any other confidential records remaining in your possession.

I understand that my use of NorthStar’s technology resources is not private and that 
NorthStar may monitor my activity.
 
I understand that in consideration for NorthStar permitting me to use electronic 
instructional materials or technological equipment for personal business, I assume 
financial responsibility for usage of such items off NorthStar property or outside a 
NorthStar-sponsored event.  
  
I have read NorthStar’s Technology Resources Policy, associated administrative 
regulations, and this user agreement and agree to abide by their provisions.  In 
consideration for the privilege of using NorthStar’s technology resources, I agree to 
practice responsible Technology Protocols and to promote and enforce all guidelines 
and rules contained within the Student Responsible Technology Usage Agreement.

______________________________________ ________/________/________
Staff Signature

_______________________________________
Staff Printed Name


